LAMORINDA WEEKLY

APPOINTMENT
ONLY

See public meetings schedule on these
pages and check online for agendas,
meeting notes and announcements
City of Orinda:
www.cityoforinda.org

Phone (925) 253-4200

Chamber of Commerce:
www.orindachamber.org

The Orinda Association:
www.orindaassociation.org

Hardwoods

925-377-0977

www.lamorindaweekly.com

» \ READY TO MAKE A MOVE?

Chris & Tracy have your new home!

9 Berrybrook Hollow, Orinda
6 BR | 5F & 2H BA | 6,350+ SF | 2.4+ AC
$5,900,000 | 9Berrybrook.com

Impeccably designed masterpiece with bold interiors,
framed by stunning views and abundant natural light.
Comfort and inspiration flourish in welcoming nature.
Comprised of 3 separate structures and located just
moments to Sleepy Hollow School, Orinda Country
Club, Sleepy Hollow Swim and Tennis, and Downtown

Chris and Tracy have been providing expert Real Estate Leadership in Lamorinda for over 3 decades.
Call us at 925.766.1447 to learn more about how we successfully navigate the
current Real Estate market environment to benefit you.
Compass is a real estate broker licensed by the State of California and abides by Equal Housing Opportunity laws. License Number 01866771. All material presented

herein is intended for informational purposes only and is compiled from sources deemed reliable but has not been verified. Changes in price, condition, sale or
withdrawal may be made without notice. No statement is made as to accuracy of any description. All measurements and square footage are approximate.

Wednesday, August 30, 2023

Chris Swim
Tracy Keaton
DRE. 00943989 | 01051349
925.766.1447
chris@chrisswim.com
chrisswim.com
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By Alison Burns

If Don Hester's intention was
to terrify his audience, then
he probably succeeded. But
his recent presentation also
served as a timely warning in
an ever-evolving cybersecu-
rity landscape where cyber-
attacks have become increas-
ingly common and
sophisticated.

Invited by Douglas
Alessio, Orinda's Administra-
tive Services Director, to
speak at the Aug. 15 City
Council meeting, Hester said
his aim was to create a cyber-
safe world through education
and collaboration.

Hester has over 25 years’
experience as a cybersecurity
professional and is currently
an advisor with the Cyberse-
curity Infrastructure Security
Agency (CISA) for the San
Francisco Bay Area. CISA,
part of the Department of
Homeland Security, is the na-
tion's leading collaborative
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Do You Know What to Do
if a Major Earthquake or Wildfire
Hits Lamorinda?

To answer these
guestions and many
more, attend the
Community Emergency
Response Team (CERT)
class series this Fall in
Orinda.

- Do you know your
evacuation zone?

- Do you have a
family plan?

- Do you have
Go-Bags packed?
Classes will be held in
Orinda on Thursday
nights from 9/14 -
11/9. For more

- Do you know how
to operate a fire
extinguisher or turn

off the gas and information and to

water valves to your register go to:

home? https://classes.lamorin
. dacert.org

- What is your

Now is the time
to get prepared.

As Snoopy would say
“Ten minutes before
the party is not the
time to learn to
dance”!

source for updates?

- Do you know how
to render disaster
first aid should you
or a family member
need it and 911 is
not available?

COMMUNITY ENERGENCY
RESPONSE TEAM

Cosmetic Surgery Laser & Non-Surgical Services
* Facelift * BOTOX® Cosmetic and Dysport®
Facial Implants * Cosmetic Removal of Moles & Skin Tags

Neck Lift o Fillers )
Nose Surgery (JUVEDERM®, JUVEDERM VOLUMAG®, Restylane®

Brow Lift * Fraxel Re:Store Laser Treatment
Eyelid Surgery
Ear Surgery

Skin Care Services
* Chemical Peels
* Obagi® Consultation

agency, with a goal to bolster
local governments and stake-
holders in an effort to make
them become more cyber-
resilient to attack.

Working at the local gov-
ernment level, Hester says
that Oakland, Hayward, Liv-
ermore and Modesto cities
have all been hit with the
kind of cyber incidents that
resulted in a debilitating im-
pact on each organization's
functions, and prevented crit-
ical services from being de-
livered.

Further afield, perhaps
one of the most alarming
episodes involved the public
school district in New Haven,
Conn., which recently lost
over $6 million when hackers
impersonated the city's chief
operating officer. The money,
misappropriated via multiple
cyberattacks, was long gone
by the time the school bus
company asked why it had
not yet been paid.

And then there are the
"ransomware" attacks, of
which both Oakland and
Hayward have been victims.
Even if you have good back-
ups and are able to recover
your system, there is still the
danger that "the bad guys"
discovered documents which
they now threaten to put on
the "dark web," according to
Hester.

One example of this hap-
pened earlier this year when
over 300,000 confidential
school documents, reporting
sexual assaults, psychiatric
hospitalizations, abusive par-
ents, truancy and suicide at-
tempts, were dumped online
by ransomware gangs when
Minneapolis Public Schools
refused to pay the $1 million
ransom.

Sadly, it's not just individ-
ual cybercriminals who are

Hester knows from experi-
ence that "Nation States are
oftentimes involved in these
attacks."

Since he firmly believes
that cyberattacks are not a
matter of if, but when, Hes-
ter's objective is to assist local
governments in better
preparing themselves to be
resilient. To this end, he is
currently working with
Alessio in assessing such sce-
narios. CISA offers cybersecu-
rity courses and a virtual
training environment, and

responsible for these offenses.

Before

Dr. Matthew Tamplen, who grew up in Lafayette and is a nationally
recognized Double Board-Certified Facial Plastic surgeon, opened

a private practice in Downtown Orinda to better serve Lamorinda
patients. Specializing entirely in the face, Dr. Tamplen’s expertise is
nationally recognized for providing patients with beautiful, elegant,

and natural results.
Matthew Tamplen, MD
Orinda Office: NEW LOCATION

96 Davis Road, Suite #5, Orinda, 925-444-0824

TamplenPlasticSurgery.com

TAMPLEN

Double Board-Certified
Facial Plastic and
Reconstructive Surgeon.

Council recognizes cybersecurity expert for work
with local jurisdictions

Photo courtesy. C-iEy of Orinda

Orinda Mayor Inga Miller presents Don Hester, from the
Homeland Security's Cybersecurity Infrastructure Security
Agency (CISA), with a Proclamation of the City of Orinda in
Support of Cybersecurity Awareness Month 2023.

staff undertake cyber drills so
that they know how to react if
confronted with a ran-
somware situation.

"Better to learn this be-
fore, rather than in the mid-
dle of, an attack," says Hester.

Although Hester's main
focus is geared toward local
governments, CISA also
strives to educate the public
as much as possible and once
again are supporting Cyber-
security Awareness Month.
Now in its 20th year, Cyber
Month is an internationally
recognized campaign held
every October to inform the
public of the importance of
cybersecurity.

In keeping with this
year's theme, “It's easy to stay
safe online,” Hester empha-
sized the “really four impor-
tant things that stop the bad
guys in their tracks.”

The first of these, he said,
was to turn on multi-factor
authentication, contending
that your bank account
should not just be a username
and password. “Somebody
gets that and they have access
to your full bank account.” He
also said that it was wise to

add this multi-factor authen-
tication to your Facebook ac-
count, to dissuade anyone
from calling your family to
tell them you're in jail and
need them to immediately
wire you several thousand
dollars.

Advice No. 2 was simply
to “stop clicking on things.”

Third came Hester's ab-
solute conviction that an
eight-character password,
however complex, can easily
be broken. CISA guidance ad-
vises using a 16-character
password or even installing
password management soft-
ware. Another good idea is to
use a passphrase, like a whole
sentence.

Finally, Hester said “if
you get an email that looks
fishy, it probably is. The FBI is
not going to send you an
email that says they're inves-
tigating you for a crime and
need to check your computer
to prove you're innocent. We
want people to understand
that there are bad guys out
there. Even if you think you
don't have anything they
want, sometimes they just
want to wreak havoc.”

When | say “good,”

you say “neighbor.”
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Now that's teamwork.
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